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Logging in to
Pen Protect

Simply visit penprotect.ai

From here you can
Activate your account on your first visit

Sign in to your account
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Here you’ll find a summary of your vulnerability scan.

Your Vulnerabilities

As soon as you log in to Pen Protect, you’ll see your
organisation’s

« overall security score

+ total vulnerabilities

« recentscan history

+ phishing simulation employee click rate
« employee training completion rate

« your overall human risk score
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Welcome, test@penprotect.ai
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Security Applications

VYulnerability Scanner

Identify vulnerabilities in your system

Support Contacts

Scanning Platform Support

Last Securlty Scan &)

Jun 2, 2026 07:41

Phishing Simulation Click Rate £

0%

Low

Fhishing & E-learning

Protect against phishing attacks

For addihonal support confiquning your scanning plattorm or for any quencs about results, please email:

B3 PenProtect @ Penlndernwriling.com

Org Human Risk g Security Score o
10 /100
Low
Training Completion Rate o
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Settings

Configure application settings

Phishing & Training Support

For addibcnal support with sething up phisheng campaigns or rolling cut employee training please email

B2 penprotec @eyberly.ai

CVE-2025-30406: Gladinet CentreStack through 16.1.10296.56315 (fced in 16.4.10315.56368) has a desenalization vulnerability due to the Centre!
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On the left-hand side of any Pen Protect page you can access your navigation menu.

@

Dashboard

This is your homepage, with tiles displaying some key vulnerability metrics.

A

Vulnerability Scanner

Visit the vulnerability scanner to add your IP addresses/domains and review your results in full.

O

Phishing & E-learning

Use this tool to roll out training and phishing campaigns to your workforce.

o))
()

Users

This is where you can view all admin users of the Pen Protect platform.

Companies

View your company details and add new users.

Settings

Make changes to the appearance of the dashboard, including language and light/dark mode.

FAQ

This section holds the answers to some of the more frequently asked questions, for anything
else please contact penprotect@penunderwriting.com.
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Dashboard

Your overview of vulnerability scans will display

+ assets being scanned
+ average risk score

« vulnerability trends graph

&«

(18

Back to Pen Protect

Q Overview

e Metrics

ASSETS

[

e

@

© > O
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External Assets

55L Certificates

Your Vulnerabilities

Your Remediations

Audit Logs

Companies

ithenticated user 1o conduct an escalarion of privilege via nenwork acress. (OVE-2004-24651), An amacker was able o achieve code Son in the process. by g & use-after-fres in Animarion timelines We have had reporrs of this vislnershiliny being whmmmzm&mn b4
sz Add IP Address & Davwo Company 2 = ®
1804 @ OMENYSETTING  BF WIEGRTIONS Q SmcioE P asms B
== Externzl Scan Overview -
-
| Overview
1
Jverview External Scan Summary External Scan Results MNetwork Scan Findings
re (External Assets) External Scan Vulnerability Status
Medium: 0 (0.00%) — Criticak D (D.00%)
20
Total: 0
10
Low: 0 (0.00%) Highs 0 (0.005%)
0
@ Critical [ High [ Low [ Medium (AT) (inv)
stwork Scan Findings
v
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Metrics

This breaks down your external scan vulnerabilities by

severity - from critical to low.

(e

€= Backto Pen Protect

{a}  Overview

[al]  Dashboara

ASSETS
Ja re
Sw#  Exmernal Assers

S50 Certificatas

Your Yulnerabilities

Your Remediations

Audit Logs

2o > O

Companies

i

hitps// penvs.

er-free in Animation timelines, We have had reports of this vulnerability being =xploited in the wild {OVE-2024-9680), NET, .MET Framework, and Visual Studio Security Festure Bypass Vulnerability (OVE-2024-0057), which is currently being exploited,

: : Add IP Address -‘ Demo Company 2

UCS > COMPANY >

2

ilnerabilities (Both Confirmed & UnConfirmed)

@ CoMPANY SETTINGS B INTEGRATIONS

System Events
Start date End date
o =
e
Total 0.
LN —
[~ Ty —]
Uy —

Mo datz availablel

0, SEARCH OVE

0 <
®

TR |
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External Assets

Results - Here is a detailed list of each Internet Protocol
(IP) or domain, and its specific vulnerabilities, remediation
options, open and insecure ports and the status of any SSL
or TLS certificates. You’ll see which certificates are valid,

expired or due to expire soon.

Configuration - Here you can add new assets to Pen
Protect. Click ‘Configurations’ and selecting ‘Add".

+ allocate a name for your asset to identify diRerent IP
addresses, this could be based on locations or business

purpose for example.
« choose one of three address types

«  Static IP: any singular IP addresses, and will follow the
format of 192.168.0.0

« IP Range: a block of IP addresses, and will look like this
191.168.2.1-192.168.2.100

« Domain: any web domains and should be shown in this

format xyz.com

+ select the scope of your scan, from the following scan

profiles:

Quick scan
Duration approximately 30 minutes

Quick scans look at the most commonly used 1,000

ports as per the Internet

Assigned Numbers Authority (IANA).

Detailed scan
Duration approximately 90 minutes

Detailed scans look at the most commonly used
3,500 ports as per the IANA.

Deep scan
Duration approximately 3 hours

This scan profile looks at all 65,535 ports.

External Endpoints

Mame*

Address Type*

Scan Profile*

Ignore ports, even if they are open

[] Exclude from scanning

[[] scan Later

Cancel Save
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Results
You can see the scan results for each domain/IP address.

Click the domain/IP address, to show the specific details for
each, including problems, remediations, open and insecure

ports and any SSL or TLS certificates.

Results Configurations

~
N

- YR R +

iy

saucedemio.com . (low) @ O
185.199.111.153

LastScanned Time  23/05 /2025 ©7:93:22

Top (G pors, g

0
CRITICAL

Problems

(D) All Vulnerabilities

Problem Details .

[] ProblemName T Description

L
PAES

Q

Add IP Address

cCY S

¢

Confirmed

PenProtect

Small

Lion in Zoom Desktop Client for Windows, Zoom VDI Client for Windows, 2nd Zoom Meeting SDK for Windows may allow 2n unauthenticated user to conduct an escalation of privilege via network access. (CVE-2024-24691), An attacker was able to achieve code execution in the oonteo X

- ®

X ioes B aerrs B

€ o

m ¥ B

Mo Refresh =

Seript Output corfirmed Action
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SSL Ce rtificates ? Attention Acritical vulnerability identified 3s NTLM Hash Disclosure Spoofing Vulnerability ((VE-2024-43451), Type confusf. ) X
- — S B
» — == Add IP Address & PenProtect - ®
Here are all the SSL certificates across all your external \ 3
assets in Pen Protect. You’ll be shown the IP address and A PENPROTECT ASSETS > SSLCERTIFICATE: X woss ¥ aLeRTs
corresponding port, the date the certificate is valid to, if it
has expired and if it is expiring in the next 30 days. Certificates (5 irdt Q G Y  smat o~ woreresh ~ M ¥ B
hy
W Asset Name [ Port  lIssuer Not Valid After Not Valid Before Is Self Signed Certificate SSL Cort Expired SSL Cert Expiring In 30 Days . Subject Public KeyBits ~ Public Key Type
oD saucedemo.com 185.199.111.153 443 Let's Encrypt 2025-08-03T09:24.08 2025-05-05T09:24:09 No No www.saucedemo.com 2048 RSA
nmap.org 50.116.1.184 443 Let's Encrypt 2025-08-21T09:09:37 2025-05-23T09:09:38 Ne No insecure.com 2048 RSA
n penprotect.al 34.8.140.92 443 Google Trust Services 2025-08-18T13:25:52 2025-05-20T12:31:58 Ne No penprotect.al 2045 RSA
Items per page: 5 1-30f3 Go to page: 1
@
)]
i3]
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Your Vulnerabilities

Pen Protect can help you remediate your vulnerabilities too.

Click ‘Your vulnerabilities’ on the left-hand menu to see all
your organisation’s discovered vulnerabilities, including For
each vulnerability is given an identifier known as a common
vulnerabilities and exposure (CVE) and a code for the year
the CVE is found, a software name for the service eRected,

the port the service is running from and finally a score.
« level of severity

« CVE identifier, this is a common vulnerabilities and
exposure identifier and a code for the year the CVE is

found
« asoftware name for the aRected service and
« portdetails

« and avulnerability score

a

W

["-:-.

g ©

# PENPROTECT

| ® aiticat vutnerabitities (€GP

ASSETS ¥ YOUR VULNERABILITIES

O

All Vulnerabilities

(@  itical Vulnerabitities (@i

(@ High Severity Vulnerabilities (@2)
@ Medium Severity Vulnerabitities (@B)
(®  LowSeverity Vulnerabilities (@)

D CVE-2021-26691 1 Apache
D CVL-2021-39275 1 Apachie
[0 CvE-2021-10138 1 Apache
[ CvE-2021-44790 1 Apache
[0 OvE-2022-22720 1 Apache
O OE2022-22721 1 Apache
[ CVE-2022-23943 1 Apache

S

80

80

B0

80

B0

B0

Seript Output

Apachef2.4.6
{CentO5)

Apachef24.6
[CentQ5)

Apache/2.4.6
(Cant0s)

Apache/2.4 6
(CantOS)

Apache/14.6
(Cent05)

Apachef24.6
(Cent05)

Apache/24.6
(Cent(5)

Apache/l4.5
(LentUs)

Apache/74.6
(Cent0S)

Apade24.6
{CentO35)

Apachef24.6
{CentO%)

Affected Assets o

Base Impact Esploitability

.

O

A critical vulnerability dentified as NTLM Hash Disclosure Spoofing Vulnerabllity (CVE-2024-45451), Type confusion In V8 In Google Chrome prior o 0 x

39

39

39

39

3.9

39

39

3.3

39

39

ey Add IP Address

Q cCTY e

EPSS  ConnectSccure Score

[Toos . EEETIENR
L0 EEEIEEN
e EEETEER
Cov | EEETEED
e SR
nes | (EEEEEEN
fos RTINS

e

Confirmed

Open Tickets

0

PenProtect

Closed Tickets

{ EXTERNAL VULNERABILTIES ® o5 U ALERTS

Small - Mo Refresh v m *

Deseription

In Apache hopd 2.2.x before 2.2.33 and 2.4.x before 2.
use of the ap_get_baslc_auth_pw() by.. Show More

In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.
maod_mime can read one byte past the.. Show More

In Apache httpd before 2.2.34 and 2.4.x before 2.4.27,1
value placeholder in.. Show More

In Apache httpd 2.2.0 to 2.4.29, when generating an H
Digest authentication challenge, the nonce.. Show Mot

In Apache HTTP Server versions 2.4.0 to 2.4.46 a speci
crafted SessionHeader sent by an origin.. Show Mare

ap_escape_quotes() may write beyond the end of a buf
when given malicious input. No included.. Show More

A crafted request uri-path can cause mod proxy to fon
the request to an origin server choosen.. Show More

A carefully crafted request body can cause a buffer ove
in the mod_lua multipart parser.. Show More

Apache H1 1P server 2.4.57 and earlier fails to close
inbound connection when errors are encountered.. She
Maore

IT LimitXMLRequestBoay is set 1o allow request bodies
larger than 350MB (defaults o 1M) on 32 blt. Show M

Qut-ul-brounds Wiike vulnerabilivy in muod_sed ol Apact
HTTP Server allows an attacker to overwrite.. Show Mo

®

2

e e ee LIt see
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Yo ur Re me d iati ons @ A aritical vulnerabllity Identified as NTLM Hash Disclosure Spoofing Vulnerability (CVE-2024-43451), Type confusion In ¥8 In Google Chrome prior to 128.0.6613.84 allowed a remote attacker to explolt heap co X

L H= Add IP Address & PenProtect = ®
If you select ‘Your Remediations’, you’ll see recommended & Rackto Pen Protect
fixes for your vulnerabilities. YOUR_REMEDIATIONS % o5 @ A D
Q Overview >
Including S
wnVelocity =~ Remediated Records ~ Suppressed Records All -

Py

=¢  External Assets

+ the CVE for the vulnerability needing to be remediated

Ll P
ARected assets which. once selected. will show the &y tam in 3 days, 95% probability of exploitation [BB0BEE Remediate within 15 days, 90% prebability of exploitation ()
° b H
domain/IP address €) 5SL Certificates thin 30 days, 85% probability of exploitation () (BRORESN Remediate at your own schedule

/:\ Your Vulnerabilities

« an Exploit Prediction Scoring System (EPSS) score ' Q C Y © smu - No Refresh = m * @A

Your Remediations

« vulnerability severity B Product Affected Assets OSMame  EPSSSwore 4 Severity Ports KEB/Fix Total Vulnerabilities Giticll  High  Medium  low  TicketID Action
udit Logs
« total vulnerabilities the remediation will resolve fiy  Companes R MM ' = & Check Remediation Suipt [ [z} a = ¢ :
CVE-2022-23943 1 m [ citicat Check Remediation Seript  [[) B o 0 o :
« andin some cases, a fix, called check remediation
scri pt. COVE-2022-26377 1 [ 048 | = Check Remediation Script [} B B [ ] 5
CVE-2022-2271% 1 [ 047 [ High | Check Remediation Script [} D B o 0 :
CVE-2022-22720 1 [ 6.37 ] Chack Remedistion Seript [ B 6] (e 0 H
CVE-2022-22721 1 [ 032 ] Check Remediation Script [} B [ 0] 1] (] H

https://penvs.myconnectsecure.com/asset/your-remediations
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Dashboard

Managing human risks is key to your cyber risk

management. Pen Protect can deliver training for your

team and run phishing simulations to test your employees

understanding and behaviours.

The dashboard displays various statistics and metrics based

on employees’ behaviours.

e Simulations

The results from phishing simulations including click

rates, who opened a specific phishing email, who gave

credentials and who reported.

o Security Awareness

Here you can review see the number of employees who

have been assigned training, the percentage of training

successfully passed, and percentage of courses not

completed.

o Reported Threats
This will show you how many phishing emails have

been reported and for what reason.

o Risky Behaviours

This identifies if a particular group or department is

riskier than others or if particular employees are more

likely to click the link than others.

Across the dashboard you can select ‘more details’.

‘ ‘DEMO <

@ Returnto PenProtect

88 Dashboard

0 RiskManagement 7

N Teamn W
& Simulation v
& Awareness ~

@ Employees platform

© Settings

e Test Pen Protect =

Summary
Overall security score Weak Progression over time Weak
Forlast 3maonth
May Jun Jul
Simulations
Phishing click rate Strong Phishing Micro-training followed Weak
0% Total attacks sent 0 O %
0% QOpened 0
0% Phished 0 0 .e‘n“plij_ee;s followed remedial
micro-training
0% Reported (0]
Seedetails > See details >
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Creating Phishing Simulation Campaigns

Getting started is simple. Just four simple steps to setting up phishing

simulation campaigns for your teams.

1. Import your employees

You can add your employees to Pen Protect manually, via integration, or

using the CSVimport.

Import Employees
Megratons  AddMantly  Wnpot€SV
G [F=nar | s N
Dol Dmithensi
> T | e
{Gntra 1D (Azare AD) Ona

2. Verify your domains

This ensures the phishing campaign and training emails reach your team

without being blocked

8 Verify Domains
Craaii GO i w10 ity

penprotect ai

3. Ensure Pen Protect emails are delivered

Whitelist the email senders and send yourself a test of the phishing email.

Ensure Email Delivery
@ mowisren Provect Emate
© seaatentma

[bestppscronect s

4. Launch your campaign

Select applicable services and software for your organisation.

Choose one of Pen Protect’s templates and launch your first phishing

campaign.

Launch Your First Campaign
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Risk Management

Threats

To stay ahead of cyber threats, you can install a reporting button so that

employees can report any suspicious emails with just one click.

You’ll be able to track how many phishing emails your teams are receiving

and reporting.

&M: Settings

Al for Inbox Defonder
Avallable Inbox Defenders
@ v TR I 07l D, TR £ by SR (0T AT £l Gty g thes P

Pt trallim 1Poee ataca

Workflows 4. Choose your ‘employee groups’ to who the actions will apply to and select

‘create workflow’

You can automate follow- up actions using workflows, for example you can

assign refresher training when a colleague clicks a phishing link.

@ 2ctom Broh o b Package > e

1. Select ‘set up workflow’ and ‘new workflow’

Choose users by Groups

2. Choose your trigger event

In this example we have chosen ‘User clicks on a phishing link’. Add a A 9

Lovwar irtation aiate ]

‘title’ and select ‘Next Step’.

"4 Create new workflow

Trigger Data Leaks

Pen Protect’s data leaks feature scans external online repositories to search for

- .
Unier ik on i hishiog semulst e ek . ’

leaks relating to your domain or individual emails. You’ll be notified here if you

Unoerepde 1 s phisk nguimdtion smad LT

—-— data appears in public leaks or on the dark web.

Click ‘Activate’ to get started.

3. Choose your action or actions to select the next activity following the

trigger event.

If you select ‘enrol to training package’, you will need to create a training

package or select from one of the three already created training packages.
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Team
In this section you can manage your employees and how they are grouped in Pen Protect.

You can easily view e-learning progress, group colleagues by department or their risk level, and target your phishing

simulations campaigns accordingly.

Employees Groups
« Manually add more employees and view employee that have already been uploaded to Pen Protect. « Manually add more employees and view employee that have already been uploaded to Pen Protect.
«  Pen Protect will show the country and corresponding department, with their number of training stars completed. «  Pen Protect will show the country and corresponding department, with their number of training stars completed.

Add New Group Q@ vrkcgm 0

@M Employees

= B :

: “ User 2 v Status v Country v Department Stars W Failrate
@ oo :

TEST
Rules for emplayoes

Wea  rammo w cumnMENT Busans rnsamin

) Agahuie

rs RelsBrooke @ active United Kingdam i 2 ¥ 0%
reis_brochedpenundenriting.com

Group manager

| Mrase

@ RetumtoPenProtect

2 Dashboard Test Pens Protect % -

Test Pen Protect -
™ & Active
U RiskManagement ~ LeSI@pAnpIatect ai e : 2 © 0%

a3 Teamn -~
Emplayees
Groups

T Simulation

A Awareness i

‘ Employees platform

& Settings

Pagelofl v Rows perpage: 50 v

@ Test Pan Protect [+
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Simulations

You can create phishing simulation campaigns using our selection of templates or create your own. Simulation Campaigns

You can schedule the dates of your campaign, define the post-phishing actions and track employee engagement.

Templates

Here you can set up your phishing campaigns, view click rates, and other statistics for previous phishing campaigns.

1. Click ‘new campaign’ at top right of the page, add your ‘campaign name’ and select the group of employees that

should receive the phishing campaign. Select ‘Continue’

Select ‘Choose services’ to view all available phishing categories. You can adapt the template to make it as relatable

as possible. 2. Choose your preferred phishing simulation, from
- Deepfake calls
- SMS messages
?m Tgmpiaig; System templates My templates &7 Choose Services 2 acrivel ~ Al generated ema”
& Showall templates
i " Pen Protect will generate the email automatically and create a personalised template for each user
Hama Difheniny Catagery Inhtunceian Cowmnry Language
© porprovec ) . . - Custom email
= Passwertinnerhalb von 24 Stunden, um aine Sperru.. Meedbum St felinke I Genman
@ RetumtoPenProtect i
3 ::h:olm e tiesi Croctemial thef i u rench Select a premade template(s) or create your own bespoke email template
A Teom Slack: You've been invited to anew private channel!
o Epoarphishi A English . .
% Simulaton - " e " y 3. Select when the simulation should run.
Templates A i ; Signerk yé par . . . . .
elatce Caricia . * o Cracunsanat Laget Acmisration “ Franch Decide a starting date, and the duration that the simulation should rolled out.
iy fowareness GitHub -Konto-Skcherteit - Neusr Login von
unbekanntem Standort M Cradential thets Indermnatien Techaciogy 1T A Ganman . .
@ Empioyees platiorm AR, _ 4. Choose from two ‘After-phish actions’
& Settings :mHleme]g‘:;:bdﬂaDuhumem & High Cradential et Lierpail. Ackmisstration A Geuirrn . :Skip lOgin step:
Blourité des GitHuly
partird'un lieuinconnu Mediam Credential thelt Information Technclogy T N French
S Bypass the section where an employee provides credentials to become phished.
Your Uber Pass Is ready to roll
o & High Spist phehing ] M English . . . . ,
i Skip Micro Learning
;mm; gespert - Sofarige 9 o i Cporaions, Business i o i
[P oo page 50 Skip the redress training when an employee is phished.

5. Select ‘save’ and your campaign will be rolled out to the chosen team
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Awareness

This is where you can build training for your employees, either their first cyber

training as they onboard, or ongoing refresher learning for your existing teams.
Training Topics

You can review the existing training, listed below, or create your own bespoke

training.
Pen Protect’s training topics include

« physical security

«  privacy

« browsing the internet securely

« passwords

« social media and personal email

« social engineering

+ working remotely / from home

« device security

+ malware

+ General Data Protection Regulation (GDPR)
« Health Insurance Portability and Accountability Act (HIPAA)
«  System and Organization Controls 2 (SOC 2)

« and much more

Select ‘view modules’ on each training topic to review, or the three dots on the
right-hand side of the screen to either preview the training or edit and alter the

training as you wish.

Training Packages

You can create bespoke training packages comprising of your chosen modules
and create packages for specific business uses; for example, on-boarding new

team members.
1. Select the ‘New Training’ button

2. Define the training package details

name your training package

add a description

choose whether the training is mandatory

select how colleagues will be reminded to complete the training
decide how long the training will be available for

- 0o a0 T o

apply a deadline date, if appropriate
3. Decide the package’s training contents.

Selecting ‘Show’ for the topics you want to include, and use the slider to
include the modules

Includes Modules

Modules Custom modules % Algeneration (soon)

£\ Attention! When switching between "Modules” and "Custom modules® tabs, selected datawill be reset.

Q English
Name Active modules.
Physical Security 0/4 Show
Privacy 0/]2 Show
Browsing Internet Securely 0/5 Show
Passwords 0/3 Show
Social Media & Personal Email 0/5 Show
Social Engineering 0/26 Shew
Working Remotely / From Home 0]’2 Show

- or7

Show

Select ‘continue’ and choose the appropriate colleagues, and select

‘continue’ again

The selected colleagues will be enrolled on to the training, based on the pre-

defined criteria.

PEN UNDERWRITING | PEN PROTECT | 21







Each employee can access their own part of the Pen

Protect portal.

Here they can track their personal progress, phishing
activities, review their upcoming and past training and
access the chat function ‘Awareness Chat Room’ for

quick answers to cyber security questions.

Search

Active @ Passed Failed

B0
Device Security

Youearn: 5 stars

|k Optional |

Social Media and
Personal Email Use

Youearn: 4 stars

C

<, Dashboard % Trainings 6

My'ira.ininlgs |

Expired

Introduction to
Security Awareness

You earn: 8 stars

Social Media &
Personal Email

You earn: 4 stars

[8 Training videos Q} Awareness Chat O Leaderboard

Privacy

You earn: 6 stars

Cptienal

TP TestPenProtect
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The sole purpose of this guide is to provide guidance on the issues covered.
This guide is not intended to give legal advice, and, accordingly, it should not be
relied upon. It should not be regarded as a comprehensive statement of the law
and/or market practice in this area. We make no claims as to the completeness
or accuracy of the information contained herein or in the links which were

live at the date of publication. You should not act upon (or should refrain from
acting upon) information in this publication without first seeking specific legal
and/or specialist advice. Pen Underwriting Limited accepts no liability for any
inaccuracy, omission or mistake in this publication, nor will we be responsible
for any loss which may be suffered as a result of any person relying on the

information contained herein.

penunderwriting.co.uk

Pen Underwriting Limited is authorised and regulated by the Financial Conduct Authority (FCA number 314493).
Registered Office: The Walbrook Building, 25 Walbrook, London EC4N 8AW. Registered in England and Wales.
Company Number: 5172311.

www.penunderwriting.co.uk | FP221-2026 04032027
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